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Abstract

DNA, encoding genetic instructions for almost all living organisms, fuels ground-
breaking advances in genomics and synthetic biology. Recently, DNA Foundation
Models have achieved success in designing synthetic functional DNA sequences,
even whole genomes, but their susceptibility to jailbreaking remains underexplored,
leading to potential concern of generating harmful sequences such as pathogens or
toxin-producing genes. In this paper, we introduce GeneBreaker, the first frame-
work to systematically evaluate jailbreak vulnerabilities of DNA foundation models.
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Securing the Language of Life: Inheritable
Watermarks from DNA Language Models to Proteins
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GeneBreaker employs (1) an LLM agent with customized bioinformatic tools to de-
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sign high-homology, non-pathogenic jailbreaking prompts, (2) beam search guided
by PathoLM and log-probability heuristics to steer generation toward pathogen-like
sequences, and (3) a BLAST-based evaluation pipeline against a curated Human
Pathogen Database (JailbreakDNABench) to detect successful jailbreaks. Evalu-
ated on our JailbreakDNABench, GeneBreaker successfully jailbreaks the latest
Evo series models across 6 viral categories consistently (up to 60% Attack Success
Rate for Evo2-40B). Further case studies on SARS-CoV-2 spike protein and HIV-1
envelope protein demonstrate the sequence and structural fidelity of jailbreak out-
put, while evolutionary modeling of SARS-CoV-2 underscores biosecurity risks.
Our findings also reveal that scaling DNA foundation models amplifies dual-use
risks, motivating enhanced safety alignment and tracing mechanisms. Our code is
at https://github.com/zaixizhang/GeneBreaker. Protein
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https://arxiv.org/abs/2503.01868

StripedHyena 2: Convolutional Multi-Hybrid Models

____________________
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Dense Gating  Short explicit conv. Medium regularized conv.  Long implicit conv.
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SE-MR-LI ! |
architecture U |
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Layout PPL@400B
MHA-MHA-MHA 3.09
LI-LI-LI 2.87
SE-SE-LI 2.88
SE-MR-LI 2.83

Table 2.1: Effect of different block layouts
on pretraining at the 7B parameter scale.
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Savanna is a framework developed and maintained by a small team (< 5 people), tailored to the specific needs of = 9 pybind11
10
the projects above. With careful tuning of the distributed training strategy and architecture, it achieves high MFU 1 :gz:sts
on H100s at the thousand-GPU scale. It is not a production-ready framework, expect rough edges if you don't 12 scipy
13 sentencepiece

know what you're doing. It can serve as a good starting point for research on large-scale training of multi-
hybrids. We recommend digging around the training configs for the models above: all the details are there.
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